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IOJIUTUKA
000 «Kunnuka I103BOHOYHMKA HA ABUAKOHCTPYKTOPOB»
B OTHOLIEHUM 00PaGOTKHU NMePCOHATbHBIX JAHHBIX

1. TepmuHbI 1 onpeesieHus.

IlepconanbHbIe JaHHBIE - JMI00as WH(OpPMAILU, OTHOCAIIASCA K TNPSIMO MM KOCBEHHO OINPEIEICHHOMY HIIH
onpenenieMoMy GU3MIECKOMY JHUIY (CyOBEKTY IIepCOHATBHBIX JAaHHBIX ).

Omneparop - TOCYAapCTBEHHBI OpraH, MYHHLMIAJIbHBIA OpraH, IOpUAMYECKOEe WIM (U3HMYECKOE JIHIIO,
CaMOCTOSTENILHO MM COBMECTHO C JIPYTMMH JIMIIAMU OPTaHu3yolye ¥ (WIK) OCYLIECTBISIOMNE 00padOTKy MEepCOHATIBHBIX
JIAaHHBIX, @ TaK)Ke ONpeeIIoNne el 00paboTKU MepCOHANBHBIX JIAHHBIX, COCTaB MEPCOHAJBHBIX JAAHHBIX, MOJJICKAIIIX
00paboTke, eHcTBHSA (OTEepalin), COBEPIIAEMbIE C TEPCOHATBLHBIMU JTAHHBIMH.

OO0paboTKa NepCcOHANBHBIX NAHHBIX - JI00Oe aedcTBUE (Omepanusl) WM COBOKYITHOCTH JEHCTBHI (omepamnuil),
COBEpIIAEMBIX C HCIOJIB30BAHUEM CPEACTB aBTOMATH3allMM WJIM 0€3 HCMOJb30BaHMS TaKHX CPEICTB C IEPCOHAIBHBIMH
JAHHBIMH, BKJIFOYas cOOp, 3aIich, CHCTEMAaTH3alMIO, HAKOIJICHWE, XpaHEHHE, yTOuHeHune (OOHOBICHHE, HW3MEHEHHE),
W3BJICUYCHHE, WCIONB30BaHUE, Mepenady (paclpocTpaHEHHE, NPEeNOCTaBICHUE, AOCTYI), OOE3IMYMBAHUE, OJIOKHPOBAHME,
yZaJIeHHe, YHUYTOXXECHUE NIEPCOHATBHBIX JaHHBIX.

ABTOMaTH3MpOBaHHAs 00pPabOTKA MEPCOHANBHBIX JAaHHBIX - 00pab0TKa MepCOHATBHBIX JAHHBIX C IIOMOIIBIO CPE/ICTB
BBIYHMCIIUTEILHON TEXHUKH.

PacnipocTpaHeHne NepCcOHATBHBIX MAHHBIX - NCHCTBUA, HANpaBJICHHbIE Ha PACKPBITHE IEPCOHAIBHBIX JaHHBIX
HEOIIpeIeICHHOMY KPYTY JIUIL.

IIpenocraBneHne NEepPCOHANBHBIX MAHHBIX - JEMCTBUS, HalpaBlIEHHBIE Ha PACKPBITHE MEPCOHANBHBIX JaHHBIX
ONpeNIeTIEHHOMY JIHILY WJIH ONPEAEICHHOMY KpPYTY JIMIL.

brokupoBaHie mepCOHANbHBIX JaHHBIX - BpPEMEHHOE IpeKpalleHne oOpabOTKM NEepCOHAIBHBIX JIaHHBIX (32
UCKIIIOUYEHHEM CIIy4aeB, ecii 00paboTka HeoOX0UMa JUTsl YTOYHEHHS IEPCOHANBHBIX JaHHBIX ).

YHHUYTOXEHNE TIEPCOHANBHBIX JAaHHBIX - JEUCTBHS, B PE3yIbTAaTe KOTOPHIX CTAHOBUTCS HEBO3MOXKHBIM BOCCTAHOBUTH
COJIep)KaHNe MEPCOHAIBHBIX JAHHBIX B MH()OPMAIMOHHON CHCTEME IEPCOHANBHBIX JaHHBIX M (WJIH) B PE3yJIbTaTe KOTOPBIX
YHHYTOXAFOTCSI MaTepPHAIbHBIC HOCUTENN IIEPCOHANBHBIX JaHHBIX.

OOe3nMurBaHWE TEPCOHANBHBIX MaHHBIX - JAEHCTBUS, B pE3yJbTaTe KOTOPHIX CTAHOBUTCS HEBO3MOXHBIM 0e3
UCTIONIb30BAHMS JIOTIOHUTENbHON HMH(GOPMAIMK ONPENeNIUTh IPHHAIIEKHOCTh MEPCOHANBHBIX JaHHBIX KOHKPETHOMY
CyOBEKTY NMepCOHAIBHBIX JIAaHHBIX.

WNudopmannoHHas ciucTeMa IepCOHANBHBIX JaHHBIX - COBOKYITHOCTh COJIEPIKAIINXCS B 0a3aX JaHHBIX MEPCOHAIBHBIX
JIAaHHBIX U 00ECTIeUNBAIONINX UX 00paOb0TKy MH(POPMAIIMOHHBIX TEXHOJIOIHH 1 TEXHUYECKUX CPEJICTB.

TpaHcrpaHn4Has Teperadya IEPCOHAIBHBIX JaHHBIX - Iepefada IEepCOHAJbHBIX JAaHHBIX Ha TEPPUTOPHUIO
WHOCTPAHHOTO TOCYJapcTBa OpraHy BJIACTH HWHOCTPAHHOIO TOCYJIapCTBa, HHOCTPAaHHOMY (H3MYECKOMY JIMILY HIIH
HHOCTPAaHHOMY IOPHINYECKOMY JIUITY.

2. Ha3naueHue M MpaBoBasi OCHOBA JOKYMEHTA.

Honuruka OO0 «Knunuka [103B0HOYHKMKA HA ABHAKOHCTPYKTOPOBY (fajee mo Tekcty — OpraHu3aius) onpeieseT
CHCTEeMy B3IUIIOB Ha TpoOiieMy oOecriedeHHsi O€30MaCHOCTH IEPCOHANBHBIX JIAHHBIX M IPEJICTaBIseT coOo
CHCTEeMaTH3UPOBAaHHOE W3JIOKCHME IIeJield M 3a/ad 3aIlluThl, KaK OJHO WM HECKOJIBKO TPaBWJI, HPOLENyp, MPaKTHUECKUX
NIPUEMOB ¥ PYKOBOSIIMX TPUHIMIIOB B 00JacTH HWH(OPMALMOHHON OE30MacHOCTH, KOTOPBIMH PYKOBOZACTBYETCS
Opranuzanusi B CBOCH NEATEILHOCTH, a TAK)K€ OCHOBHBIX IPUHIMIIOB MOCTPOCHHUS, OPTaHU3AINOHHbBIX, TEXHOJIOTHYECKUX U
MIPOIIETyPHBIX ACTIEKTOB 00ecredeHns1 0€30IMacHOCTH MePCOHATBHBIX JaHHBIX.

3axkoHOaTeIbHOM 0cHOBOM HacTtosmel [lomutukn sBsroTes Koncturynnsa Poccuiickoit @eneparmu, ['pakganckuit,
YronoBubiit 1 TpynoBoi komekchl, PenepanbHbiii 3akoH 0T 27.07.2006 Ne 152-03 «O mepcoHaNbHBIX JAaHHBIX», 3aKOHBI,
YKa3bl, MOCTAHOBJIEHHUS, IPYrH€ HOPMATHUBHBIE JOKYMEHTBHI JIEMCTBYIOIIETO 3aKoHOJarenbcTBa Poccuiickoir ®Denepariui,
nokymeHTel ®CTOK 1 @CB Poccun.

Wcnonp3oBanne nanHo# [IoMUTHKYE B Ka4eCTBE OCHOBBI JUISI TOCTPOCHUSI KOMITJIEKCHON CHCTEMBI HH(GOPMAMOHHON
0€3011aCHOCTH NEPCOHANILHBIX JTAHHBIX OPTaHU3aLMH O3BOJIUT ONTHMH3MPOBATh 3aTPaThl Ha €€ MOCTPOCHHE.

IIpn paspaborke I[ToIMTHKHM YYUTHIBAJIMCh OCHOBHBIE NMPWUHLMUIBI CO3/1aHHMS KOMIUIEKCHBIX CHCTEM OOecIeueHHMs
Oe3omacHOCTH MHGOPMAIMH, XapaKTEPUCTHKH W BO3MOXHOCTH OPTraHM3alMOHHO-TEXHHYECKHX METOJOB M COBPEMEHHBIX
annapaTHO-IIPOTrPaMMHBIX CPEACTB 3alIUTH M IPOTUBOAEHCTBUS yrpo3aM 0e301acHOCTH HH(POPMAIHH.

OcHoBHbIe TONOXKEeHHST [lonmnmTHKKM 0a3uMpyrOTCss HAa KAadeCTBEHHOM OCMBICICHHH BOIPOCOB 0O€30IacHOCTH
nHopManMy W HE 3aTParkMBalOT BONPOCOB HSKOHOMHYECKOTO (KOJIMYECTBEHHOIO) aHalu3a pPUCKOB M OOOCHOBAHUS
HEOOXOIUMBIX 3aTpaT Ha 3alIUTy WH(POPMAIINH.

3. OCHOBHBIMH 00BEKTAMU CHCTEMBI 0€30MIACHOCTH NEPCOHAJILHBIX JAHHBIX B OPraHU3AINU ABJSIIOTCS:

- MHGOPMALMOHHBIE PECYPCHI C OTPAHWYEHHBIM JIOCTYIIOM, COJIepIKalllie IepCOHAIbHBIE JaHHEIC,

- npouecchl 00pabOTKM TMEPCOHANBHBIX [JAaHHBIX B HH()OPMANMOHHBIX CHCTEMaxX IIEPCOHANBHBIX JaHHBIX
Oprannzanuy, WHOOPMAIMOHHBIE TEXHOJOTHH, PETJIAMEHTHI M TpOIEeAypbl cOopa, 0o0pabOTKH, XpaHEHUS W Iepeaadu
nH}opMannm, nepcoHan pa3padOTYUKOB M MOJIb30BATENCH CUCTEMBI U €€ 00CITY>KUBAIOLIHIA TIEPCOHAT;
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- nHopmanmoHHas HMHQPACTPYKTypa, BKIIOYAIOMIAs CHCTEMbl 00pabOTKM U aHaimu3a HHQOpMalny,
TEXHUYECKHE M IPOrpaMMHBIE CPEACTBa ee 00pabOTKH, Mepeaay U OTOOPaKEHHS, B TOM 4HCiIe KaHallbl HHYOPMAIIMOHHOTO
oOMEHa M TEJNICKOMMYHHKAI[MM, CHCTEMBl W CpEICTBa 3alIUTHl HMH(POPMAaNHUM, OOBEKTHI M MOMENIEHUS, B KOTOPBIX
PacIIoI0KeHbl TEXHHYECKUE CpeicTBa 00pabOTKH IEPCOHATBHBIX JaHHBIX.

4. HWHTepechl 3aTPparuBaeMbIX Cy0beKTOB HH(POPMAIMOHHBIX OTHOIIEHUH.

Cy0OpexTamu HHGOPMAIIMOHHBIX OTHOIIEHHA IPH 00ECTIeYeHNH OE€30MIaCHOCTH MTEPCOHATBHBIX MTaHHBIX OpraHnu3arin
SIBIISTFOTCSL:

- Opraam3anys, Kak cOOCTBEHHUK HH(POPMAIMOHHBIX PECYPCOB;

- PYKOBOJACTBO M COTpyAHUKN OpraHn3anyy, B COOTBETCTBHH C BO3JIOKCHHBIMH Ha HUX (DyHKINSAMM;

- (usmuecKye IMna, He ABISIONINecs coTpyAHNKaMu OpraHn3alyy, HO UIMEIOIIUMHY C HE OTHOIICHMUS.

[epeuncnennble cyObeKTH HHGOPMAIIMOHHBIX OTHOIICHUH 3aMHTEPECOBAHBI B 00ECTICUECHNH!

- CBOEBPEMEHHOTI'0 JOCTYINa K HE0OOXOJMMBIM MM II€PCOHAIBHBIM JJAaHHBIM (MX JIOCTYITHOCTH);

- JIOCTOBEPHOCTH (IIOJIHOTHI, TOYHOCTH, a/IEKBATHOCTH, [IEIOCTHOCTH) TIEPCOHAIBHBIX JIaHHBIX;

- KOH(UICHIIMAIBHOCTH (COXpaHEHHMs B TaifHEe) MepCOHAIBHBIX JaHHbIX;

- 3aIIMTHI OT HABSI3BIBAHUS MM JIOXKHBIX (HEJOCTOBEPHBIX, NCKAKEHHBIX) IIEPCOHANBHBIX JIaHHBIX;

- pa3rpaHHYEHUs] OTBETCTBEHHOCTH 33 HApYIISHMS UX MpaB (MHTEPECOB) U yCTAHOBIICHHBIX MPABHJI 00palleHHs
C TIEPCOHANILHBIMH ITaHHBIMU;

- BO3MOXKHOCTH OCYIIECTBIJICHNSI HEMPEPHIBHOTO KOHTPOJS M YNPABICHUS IIpoleccaMu oOpabOTKH U mepenadn
MIEPCOHATBHBIX TAHHBIX;

- 3aIINUTHI IEPCOHANBHBIX TAHHBIX OT HE3aKOHHOTO PacTIpOCTPAHECHHUS.

4.1. Ilenu 3aUTHL.

OCHOBHO/ 1IeJIbI0, Ha JOCTH)KEHHE KOTOPOI HalpaBJieHbl BCE MOJIOKEHHs HacTosiieid [lomuTuky, sBisercs 3aiura
CcyOBeKTOB HMH(GOPMAIMOHHBIX OTHOLIEHWH OpraHu3alyyd OT BO3MOXKHOTO HAHECEHHs MM MaTepualibHOro, (HM3MYECKOro,
MOPaJIbHOTO WM MHOTO yIiep0a, MoCpeCTBOM CIy4aifHOTO WM MpeJHaMEPEHHOTo BO3AEHCTBUS Ha NepCOHaJbHbIC JaHHBIE,
MX HOCHTEIH, IPOLIecChl 00pabOTKH M Iepead.

VYkazaHHas 1edb JOCTUTAeTCs IOCPEJCTBOM OOECIEUeHHss M HOCTOSIHHOTO IOJJICPXKaHUs CIIEIYIOUIMX CBOMCTB
TNEPCOHATIBHBIX JaHHBIX:

- JOCTYITHOCTH TIEPCOHAIBHBIX MAaHHBIX JUIS JIETAJIBbHBIX IIOJIb30BaTeNei (ycToH4nMBOro (hyHKIMOHHPOBaHHMS
nHopmannoHHbIX cucteM OpraHu3alyi, NPH KOTOPOM MOJB30BATENIM MMEIOT BO3MOXHOCTH ITOJNYYCHHUS HEOOXOIMMBIX
MIEPCOHATBHBIX JaHHBIX ¥ PE3YJIBTATOB PEIICHHS 3a/1a4 3a IPUEMIIEMOE IJIsl HUX BpeMs);

- HEJIOCTHOCTH M ayTeHTUYHOCTH (IOATBEPXKICHHWE aBTOPCTBA) IIEPCOHANBHBIX [aHHBIX, XPaHUMBIX U
o0OpabaTbiBaeMbIX B MH(OPMALIMOHHBIX cucTeMax OpraHn3anuy 1 repeiaBaeMoi 1o KaHajlaM CBSI3H;

- KOH(bI/I)IeHL[I/IaHLHOCTI/I - COXpaHCHUA B TalHEe OHpe}IeJ’IeHHOﬁ JacTu MNEPCOHAJIBHBIX JaHHBIX, XpPaHUMBIX,
00pabaTbIBaEMBIX U MEPeIaBaeMbIX 110 KaHAJIaM CBS3H.

HeO6XOI[PIMLII>i YPOBEHL JOCTYITHOCTH, OCJIOCTHOCTHU u KOH(bI/II[eHHI/IaHI)HOCTI/I MEPCOHAIIBHBIX JaHHBIX
obecreunBaeTcs COOTBETCTBYIOIIIUMU MHOXECTBY 3HAYUMBIX YI'PO3 ME€TOJaMU U CPEACTBAMMU.

4.2. OCHOBHBIC 3aJ1a4X CHCTEMbI 00CCIICUCHHUS 0€30MaCHOCTH MEPCOHATBHBIX JAHHBIX.

I[HH JOCTHXKCHUSA OCHOBHOM1 OCJIH 3allUThl U O6eCHe'—IeHI/I$[ YKa3aHHBIX CBOMCTB TIEPCOHAJIBHBIX AJAaHHBIX CHUCTEMa
obecrieuennst nHGopMannoHHOH Oe3omacHocTH OpraHu3anuy JoJDKHA oOecrieunBaTh 3(PQEKTHBHOE pelIeHHe CIeAyIOINX
3aad:

- CBOEBPEMEHHOE BBISBIICHNE, OLIEHKA U MPOTHO3WPOBAHNE HCTOYHHKOB YIpo3 HHPOPMaMOHHOI 0€3011acHOCTH,
IIPUYMH U YCIIOBHUH, CIIOCOOCTBYIOIINX HAHECEHHUIO yIiepOa 3aMHTEPEeCOBAaHHBIM CyOBeKTaM HMH(OPManMOHHBIX OTHOIICHWH,
HapyIIEHHIO HOPMAJIFHOTO (PyHKIIMOHMPOBaHMS MH(POPMAIIMOHHBIX cucTeM OpraHn3aimy,

- CO3/JaHME MEXaHH3Ma OIEPAaTHBHOTO PEarupoBaHMs HA Yrpo3bl 0€30MacHOCTH WH(OPMAIWU M HETaTHBHBIC
TCHIACHIIUH,

- CO3J]aHUE YCJIOBHMH JJIsl MUHUMM3AIMU U JIOKAIU3AlUU HAHOCUMOTO yIiepOa HelpaBOMEpPHBIMU JCUCTBUSMU
(I)I/I?)I/I‘JCCKI/IX 1 IOPUIANICCKUX JIUII, ociabeHne HEraTUBHOTO BIMSHMS U JIMKBHU AU HOCHe}lCTBI/Iﬁ HapyHmIeHUuA 0€30IaCHOCTH
nHpOpMaNNy;

- 3alUTy OT BMCHIATCIILCTBA B IIPOLECC (byHKHI/IOHI/IpOBaHI/IH I/IHq)OpMaHI/IOHHBIX CHCTEM OpraHmauI/m
MOCTOPOHHUX JIUII (IOCTYI K MH(OPMALMOHHBIM PecypcaM JOJDKHBI MMETh TOJBKO 3aperMCTPUPOBAHHBIE B YCTAHOBJIEHHOM
TIOPSIJIKE TTOTb30BATEIN);

- pasrpaHHYeHHUEe JOCTYMA M0JIb30BaTeNed K MHYOPMAIIOHHBIM, alllIapaTHBIM, IIPOrPaMMHBIM U HHBIM pecypcam
Opranuzanny (BO3MOXKHOCTB JIOCTYIIAa TOJIBKO K TEM pecypcaM M BBINOJHEHHS TOJBKO TEX Olepaluii ¢ HUMH, KOTOpPBIC
HEOOXOANMBI KOHKPETHBIM ITOJIb30BATEIsIM ISl BBIIIOJIHEHMSI CBOMX CITYXEOHBIX OOS3aHHOCTEH), TO €CTh 3alluTy OT
HECaHKIIMOHUPOBAHHOTO JIOCTYTIa;

- obecrieueHne ayTeHTH(PHUKAINN MTOJIB30BATENEH, yIaCTBYIOMNX B WHPOPMAIMOHHOM OOMeHe (TIOATBEPKICHNE
MTOJUTMHHOCTH OTTIPABHUTEIS U TOTydaTelNs HH()OPMAIHH);

- 3amuTy OT HecaHKHHOHHpOBaHHOﬁ MO}II/I(i)I/IKaLH/II/I HCIOJIB3YyEMBIX B I/IHq)OpMaLU/IOHHBIX CHCTEMAX
OpraHu3anuy IporpaMMHBIX CPEJICTB, a TAKXKE 3AIIUTY CUCTEMBI OT BHEAPEHHUSI HECAHKIMOHMPOBAHHBIX IPOrPaMM, BKIIOUas
KOMITBIOTEPHBIE BUPYCHI;
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- 3amuTy MHGOPMAIMK OrPaHUYCHHOTO MOJIb30BAHHS OT YTEYKU 10 TEXHUYECKUM KaHajaM IpH ee o0paboTke,
XpaHEHWH U Iepeaye 1o KaHajaM CBS3H.

4.3. OCHOBHBIE IIYTH PELICHHS 3a/1a4 CHCTEMBbI 3aIUTHI.

[TocraBneHHbIE OCHOBHBIE LIENHN 3aLUTHI M PELICHUE ePEYHCICHHBIX BBIILIE 33aa4 JOCTHIalOTCSL:

- CTPOTMM Y4Y€TOM BCEX MOJUIeKAIIUX 3allUTe pecypcoB HHGOPMAMOHHBIX cucteM OpraHu3anuu
(mH(MOpMaIHH, 3a/1a4, JOKYMEHTOB, KAHAJIOB CBS3H, CEPBEPOB, aBTOMAaTH3NPOBAHHBIX paO0UHNX MECT);

- JKYPHAJIUPOBAaHHEM ACHCTBHUI MEPCOHANA, OCYIIECTBIAIONIEr0 00CIy)KUBaHHE M MOAU(HUKAIIUIO IPOTPAMMHBIX
U TEXHUYECKHUX CPEACTB HHPOPMAIIMOHHBIX CHCTEM;

- MOJTHOTOH, peaJbHOM  BBHIMOJHUMOCTBIO M HENPOTHBOPEYMBOCTHIO  TPEOOBAaHMH  OpPTaHU3AIOHHO-
pacTopsaUTENbHBIX TOKyMeHTOB OpraHu3anny 1o BonpocaM odecriedeHns 6e301macHOCTH HH)OPMAIIHH;

- MOATOTOBKOW JOJKHOCTHBIX JIMI (COTPYAHUKOB), OTBETCTBEHHBIX 3a OPraHM3allMI0 W OCYIIECTBJICHHUE
MPaKTHYECKUX MEPONPUSATHIL 10 0OecrieyeHnIo 0e30MacCHOCTH MEPCOHANBHBIX JaHHBIX U MPOLIECCOB UX 00pabOTKH;

- HaJIeJICHUEM Ka)KIO0TO COTPYJHUKA (0JIb30BATENs]) MUHIMAIBHO HEOOXOJUMBIMH JJISl BBIITOJHEHHUS UM CBOHMX
(YHKIIMOHANBHBIX 0053aHHOCTEN IMTOJTHOMOYHSIMHE IO IOCTYIY K HH(OPMaMOHHBIM pecypcaM OpraHu3zanuy,

- YETKUM 3HAHUEM M CTPOTUM COOJIIO/ICHHEM BCEMH I0JIb30BaTEISIMU HHPOPMAMOHHBIX cucTeM OpraHuzanuu
TpeOoBaHUIT OpraHU3alMOHHO-PACHOPSIUTENFHBIX JOKYMEHTOB 110 BOIpocaM obecriedeHus 0e3omacHocTH HH(opManumy;

- MEPCOHATBHOW OTBETCTBEHHOCTBIO 32 CBOM JICMCTBHA KaXIOTO COTPYJHHKAa, B pPaMKaXx CBOHX
(YHKIIMOHAIBHBIX 0053aHHOCTEH MMEIOIETO AOCTYT K HH(OPMAIIHOHHBIM pecypcaM OpraHuszanum;

- HETIPEPHIBHBIM IO/IepKaHUEM HEOOXOANMOTO YPOBHS 3aIIMIIEHHOCTH 3JIEMEHTOB MH(OPMAIIOHHON CpPEbl
Oprasnuzanuy;

- INpUMEHEHNEeM (PU3UUECKUX U TEXHUYECKHUX (IIPOrpaMMHO-ANIapaTHbIX) CPEACTB 3alIUThl PECYPCOB CHCTEMBI U
HEIPEPbIBHON aAMUHUCTPATUBHON MOIIEPKKON UX UCIIOIb30BaHU;

- 3 (EeKTUBHBIM KOHTPOJEM HaJl COOJIOJCHUEM MOJIb30BaTEIsIMH WHPOPMAIMOHHBIX pecypcoB OpraHuzanuu
TpeboBaHuii 1o obecneyeHno 6e30nacHOCTH HHPOpMAaLUH;

- IOpUANYECKO 3ammuToil uHTepecoB OpraHu3aluyl NP B3aUMOACUCTBUM C BHEIIHUMH OpPTaHU3AIUsIMU
(cBsI3aHHOM C OOMEHOM MEPCOHATIBHBIMU JAHHBIMH) OT IPOTHBOIPABHBIX AEHCTBHUI, KaK CO CTOPOHBI THX OpraHU3alHid, TaK 1
OT HECAaHKLIIMOHUPOBAHHBIX JEHCTBUN 0OCITY>KUBAIOLIETO TIEPCOHANA U TPEThUX JIUIIL.

5. TlocTtpoenme cucTemMbl, ofecrmedyeHHs 0€30MACHOCTH NEPCOHAJBHBIX AaHHBIX Opranu3amum, " ee
(GYHKIMOHMPOBAaHUE JOJKHbBI OCYIIECTBIATHCH B COOTBETCTBHH CO CJIeTyIOIMMHU OCHOBHBIMH NPUHIMIIAMH:

- 3aKOHHOCTD;

- CHCTEMHOCTb;

- KOMIUIEKCHOCTB;

- HETPEPBIBHOCTE;

- CBOEBPEMEHHOCTb;

- MPEEMCTBECHHOCTH U HENIPEPBIBHOCTH COBECPIICHCTBOBAHUS,

- pazymHas TOCTaTOYHOCTh (IKOHOMHYECKAs 11e71ecO00pa3HOCTD);

- NEepCcoHaJIbHAsA OTBETCTBCHHOCTD,

- MHUHHUMM3AIHS TOJTHOMOYHH;

- HCKITIOUYEHHE KOH(IIMKTa HHTEPECOB,;

- B3aMO/ICHCTBUE U COTPYIHHUYECTBO;

- THOKOCTH CHCTEMBbI 3aIlINTHI;

- OTKPBITOCTh AJITOPUTMOB ¥ MEXaHU3MOB 3aILUTHI;

- MPOCTOTa MPUMEHEHHUS CPEJCTB 3AIUTHI;

- 000CHOBaHHOCTb U TEXHHUYECKAsl PEaIU3yeMOCTh;

- CHeUaIN3aIHsl U TPOPECCHOHATIN3M;

- 00513aTeTFHOCTh KOHTPOJIS.

5.1. 3aKOHHOCTS.

[peamnonaraerT OCYyLIECTBICHHUE 3AIUTHBIX MEPONPHATHH W Pa3pabOTKy CHCTEMbI O€30MaCHOCTH HEPCOHAIBHBIX
JaHHbIX OpraHu3alliy B COOTBETCTBHHU C JICHCTBYIOIIMM 3aKOHOAATEIHCTBOM B OOJIACTH 3alllUThl MEPCOHAJBHBIX JAHHBIX, &
TaKKe JPYTHX 3aKOHOJATEIbHBIX aKTOB IO Oe3omacHocTH MH(popManuu P®d, ¢ mpuMeHeHHeM BceX J03BOJEHHBIX METOIOB
oOHapy)XeHHs M IpecedeHus] NMPaBOHAPYLICHUH NpU paboTe C MepCOHANbHBIMU JIaHHBIMHU. [IpuHATHIE Mepbl 0e30macHOCTH
MEPCOHAJBHBIX JIAHHBIX HE JOJDKHBI IPEISTCTBOBATH JIOCTYIy NPaBOOXPAHHUTEIbHBIX OPraHOB B IPEIyCMOTPEHHBIX
3aKOHOJIATEILCTBOM CITydasiX.

Bce nonbe3oBarenu nHGOpMaMOHHBIX cructeM OpraHu3aluy JOJDKHBI UIMETh NPEJCTaBlIeHHe 00 OTBETCTBEHHOCTH 3a
MIpaBOHAPYIIEHUS B 001acTH 0OPabOTKHU MEPCOHATBHBIX TaHHBIX.

5.2.  CHCTeMHOCTb.

CucteMHBIH MOAXO0a K MOCTPOCHUIO CHUCTEMBI 3alllUThI I/IH(i)OpMaHI/II/I B OpFaHI/IBaHI/II/I npeanojara€t y4e€r BCEX
B3aUMOCBs3aHHBIX, BSaHMOHeﬁCTBy}OIHHX 1 U3MCHAIOIUXCA BO BPEMCHU DJICMCHTOB, yCJ'IOBI/II\/’I u q)aKTOpOB, S3HAYUMBIX IJId
MOHMMAaHHA U PELICHUs MPOOJIeMBbl 00ecTIedeHHsT 0€301TacCHOCTH NEPCOHAIBHBIX JTaHHBIX.
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[Ipu coznanuu cucTEeMbI 3allUTHI JOJDKHBI YYUTBHIBAThCS BCE Ci1abble M Hanbosee ysa3BUMBbIE MecTa HHPOPMaMOHHBIX
cucreM OpraHuzanuy, a TaKKe XapakTep, BO3MOXKHBIC OOBEKTHI M HANpaBJCHUS aTak Ha HEe CO CTOPOHBI HapYyLIMTEJNCH
(0cOOEHHO BBICOKOKBATM(HIIMPOBAHHBIX 3I0YMBIIUICHHUKOB).

Cucrtema 3amMThl JOJDKHA CTPOUTBCS C YYETOM HE TOJBKO BCEX M3BECTHBIX KaHAJIOB IPOHUKHOBEHHS U
HECaHKIIMOHUPOBAHHOT'O J0CTyNa K WH(OpManny, HO M C y4ETOM BO3MOXKHOCTH IOSIBJICHUS NPHHIUIINAILHO HOBBIX ITyTEi
peanuzanuy yrpo3 6e30macHOCTH.

5.3. KommrekcHOCTB.

KommekcHoe MCTIONb30BaHUE METOAOB M CPEACTB 3aIIUTHI KOMITBIOTEPHBIX CHCTEM IPEIIOIaracT COIJIACOBAHHOE
IIPUMEHEHNAE Pa3sHOPOIHBIX CPEICTB MPH NOCTPOCHUH LENOCTHOM CHCTEMBI 3aIlUTHI, MEPEKPHIBAIOIIEH BCE CYNIECTBCHHBIC
(3HaYMMPBIE) KaHAJBI peaNn3aliil yrpo3 M He coAepiKamiei clabbIX MECT Ha CTHIKaX OTHIENBHBIX € KOMIIOHEHTOB. 3alura
JIOJDKHA ~ CTPOWTHCA  JINEJIOHMPOBAHO. BHEmHSA 3ammra JODKHA 00ECHEeYMBaThCS  (PU3WIECKUMH  CPEICTBAMH,
OpraHU3aIIOHHBIMU U TIPABOBBIMH MEpaMHU.

5.4. HempepbIBHOCTH 3aIUTHI.

ObecnieueHre 0€30MaCHOCTH MEPCOHANBHBIX JaHHBIX - MPOILECC, OCYLIECTBISIEMbIH pyKoBoAcTBOM OpraHusanu,
OTBETCTBEHHBIMH 32 OpraHU3allI0 00padOTKH MEPCOHAIBHBIX JaHHBIX U COTPYAHUKAMHU BCEX YpOBHEH. JTO HE TOJNBKO U HE
CTOJIBKO ITPOLIEAypa WIIH MOJUTHKA, KOTOPasi OCYIIECTBISICTCS B ONPEAEICHHbI 0TPE30K BPEMEHHU MM COBOKYITHOCTh CPEJICTB
3aIUTHI, CKOJIBKO MPOIECC, KOTOPBIM TOHKEH MOCTOSIHHO MITH Ha BCEX YPOBHAX BHYTpH OpraHusalMy U KaXKAbIH COTPYIHUK
Opranu3anuy JOJDKEH NPUHMMATh ydacTHE B 3TOM Tiporecce. JlesrenpHOCTh 1Mo oOecnedeHuio HH(OPMAHOHHOMN
0€301acHOCTH SIBISETCS COCTABHOM YacThIO MOBCEAHEBHOM aesTenbHocTH Opranmsanuu. M ee 3(h(eKTHBHOCTH 3aBHCUT OT
ydactus pykoBoacTsa Opranusanuu B obecriedeHn nHGOpMannoHHOH 6e30II1acHOCTH IEPCOHANBHBIX JaHHBIX.

Kpome TOTO0, 6ONBPIIMHCTBY (U3UYECKUX M TEXHHYECKHUX CPENCTB 3aIIUTHI Ui 3(GQEKTUBHOTO BBIIOIHEHUS CBOUX
¢GbyHKIMHA HeoOXoauMa MOCTOSHHAS OpraHW3alMOHHAA (aAMHHHCTPATHBHAS) TWOAJCP)KKA (CBOCBpEMEHHas CMEHa W
obecrieueHne MPaBUIBHOTO XpaHEHHs U NPUMEHEHHUs] UMEH, NapoJjel, nepeonpeaeieHie MoJIHOMOuui 1 T.1.). [lepepbiBbl B
pa60Te CpCACTB 3alllUTBI MOT'YT 6LITI> HCIIOJIb30BaHbI 3JIOYMBIIIJICHHUKAMU JJIA aHaJIu3a MPUMEHACMBIX METOOOB U CPCIACTB
3allIATBI, IJI1 BHEAPCHUA CIICHHUAIbHBIX IMTPOTPAMMHBIX U allllapaTHbIX ”3a1<na)101<" " ApYrux Cpe€acTB NpEOAOJICHUA 3alllUThI.

5.5. CBOeBpEMEHHOCTb.

[Ipeanonaraer ynpexaarouil XapakTep Mep oOecrneueHus Oe30IacCHOCTH NEePCOHAJBHBIX JAHHBIX, TO €CTh
MOCTaHOBKY 3a7iad MO KOMIUIEKCHOW 3allMTe NEepPCOHAJBHBIX AAaHHBIX M pealu3aldio Mep obecriedeHHss Oe30MacHOCTH
MEPCOHATBHBIX JaHHBIX Ha PAaHHHUX CTagusX pa3pabOTKM HMHGOPMAIMOHHBIX CHCTEM B IIEJIOM M HMX CHUCTEM 3allWThl, B
JaCTHOCTH.

Pa3paboTka cucTeMBl 3alIMTH JOJDKHA BECTHCH NMApaJUIEIbHO C pa3pabOTKOW M PAa3BUTHEM CaMUX 3allUIIaeMBIX
nH(GOPMAIMOHHBIX CHCTEM. JTO TO3BOJHUT y4YeCTh TpeOOBaHMS OE30MACHOCTH NPH NPOSKTHPOBAHWH apXUTEKTYPH M, B
KOHEYHOM cueTe, co3/aTh Ooinee 3¢ ¢eKTuBHbIE (Kak 10 3aTpaTtaM PecypcoB, TaKk M MO CTOHKOCTH) CHCTEMBI, oOiamarormme
JIOCTATOYHBIM YPOBHEM 3alUIIEHHOCTH.

5.6. [IpeeMCTBEHHOCTb ¥ COBEPILICHCTBOBAHUE.

[pearnosnaraeT MOCTOSHHOE COBEPILICHCTBOBAHME MEp M CPEJCTB 3allUTHl IMEPCOHANBHBIX JAaHHBIX Ha OCHOBE
NMPEEMCTBCHHOCTU OPraHU3allMOHHBIX MW TCXHUYCCKUX pemeHI/Iﬁ, KaapoBOTO COCTaBa, aHaln3a (byHKL[I/IOHI/IpOBaHI/IH
HH(bOpMaL[I/IOHHI)IX CHUCTEM OpFaHI/I3aHHH U CUCTEMbI UX 3aIIUTHI C YUCTOM U3MEHEHHUH B METOAAX U CPEIACTBaxX IEpEXBaTa
nHpopManum, HOpMaTUBHBIX TPEOOBaHHH 110 3aLIUTE, JOCTUTHYTOTO OTEUECTBEHHOTO U 3apy0eKHOI0 ONBITA B 3TOI 001aCTH.

5.7. PasymHast 1OCTaTOYHOCTH (SKOHOMHYECKAs 11€JIECO00Pa3HOCTB).

[Ipenmonaraer COOTBETCTBHE YPOBHS 3aTpaT Ha oOecredeHHe Oe30IacHOCTH MNMEePCOHAIBHBIX JAHHBIX LEHHOCTH
MH(OPMAMOHHBIX PECYPCOB M BEIMYMHE BO3MOXKHOIO yIIepOa OT WX pasrialleHus, yTpaTbl, YT€UYKH, YHHUTOXKCHHS H
HCKakeHus. Mcnonp3yeMble Mepsl U CpesicTBa obecrieueHns 0e30IacHOCTH NH(POPMAMOHHBIX PECYpPCOB HE JIOJKHBI 3aMETHO
yXyauarh 3proHOMHYECKHE MOKa3aTeiad paboThl KOMIIOHEHTOB MH(GOPMANMOHHBIX cucteM Opranmsanuu. M3numane Meps
0€3011acCHOCTH, TOMHMO YKOHOMHUUYECKOI He3()(HEKTUBHOCTH, IIPUBOIAT K YTOMIICHHIO U Pa3ipakeHHIO epCcoHaa.

Co3naTb aOCOJIOTHO HETPEOJOIMMYI0 CUCTEMY 3aIUThI MPUHINIHAIBHO HEBO3MOXKHO. [Toka riepcoHanbHble JaHHbIe
HaxXooATCs B 06pa1ueH1/m, IMPUHUMAEMBIC MEPBI MOTYT TOJIBKO CHU3UTH BEPOATHOCTh HETATUBHBIX BO3HCﬁCTBHﬁ Ui ymep6 oT
HHUX, HO HE MCKIIOYUTh WX MOJHOCTHIO. IIpM J0CTATOUHOM KOJIMYECTBE BPEMEHH M CPEJICTB BO3MOXKHO IMPEOJIONETh JIFO0YI0
3amuTy. IloaTOMy HMeeT CMBICI paccMaTpUBaTh HEKOTOPHIM MPHEMIIEMBIH ypOBEHb oOOecreueHus: 0e30MacHOCTH.
BricokoaddekTiBHas cucTeMa 3aluThl CTOUT JO0POr0, MCHONB3YeT MPH PadoTe CYIIECTBEHHYIO YacTh PECYpPCOB M MOXKET
€03/1aBaTh OLTYTHUMBIE JOTIOJIHUTENIFHBIE HEY00CTBA MMOIB30BaTEsIM. BaykHO MpaBUIBFHO BBEIOPATh TOT AOCTATOYHBIN YPOBEHB
3aIIUTHI, IPY KOTOPOM 3aTpaThl, PUCK U pa3Mep BO3MOXKHOTO yiiepOa Obli ObI IPUEMIIEMBIMH.

5.8. IlepcoHaspHast OTBETCTBEHHOCTb.

[Ipennonaraer Bo3/I0’KeHNE OTBETCTBEHHOCTH 3a oOecriedyeHne 0e30MacHOCTH MEPCOHAIBHBIX JaHHBIX U CUCTEMBI UX
00paboTKM Ha KaXkKAOTO COTPYAHUKA B TIpeJieiax ero MoJHOMOYMi. B COOTBETCTBHY C 3THM IPUHIMIIOM pacrpe/eieHue IIpas
1 0053aHHOCTEH COTPYAHUKOB CTPOMTCSI TAKMM 00pa3oM, YTOOBI B Cilydyae JII0OOT0 HapyIICHHs! KpPYI BUHOBHHKOB OBUI YETKO
N3BECTEH WJIM CBEIEH K MUHUMYMY.

5.9. MuHUMU3A1Ms TOJTHOMOYHIA.

O3HavaeT TIPEAOCTABICHHWE IMOJB30BATENIIM MHHUMAJIBHBIX [IPaB JIOCTyla B COOTBETCTBUH CO CIy)KeOHOI
HEOOX0ANMOCTBI0. J[0CTYI K MEepCOHAJIbHBIM JAaHHBIM JIOJDKEH MPEJOCTaBIATHCS TOJIBKO B TOM Cllydae U 00beMe, €ClH ITO
HEOOXOANMO COTPYAHHUKY AJISI BBIITOTHEHHS €T0 JOJKHOCTHBIX 00S3aHHOCTEH.

5.10.  HckmroueHne KOH(IHUKTa HHTEPECOB (pasaeiacHue GyHKIINI).
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O¢¢exrrBHas cucrema oOecrieueHHs HWH(OOPMALMOHHOM OE30IMACHOCTH NpeAronaraeT YeTKoe pasJielieHHue
00s13aHHOCTEH COTPYAHUKOB M MCKIIOUEHHE CUTYallWi, Korjga cdepa OTBETCTBEHHOCTH COTPYAHHUKOB JIOITYCKAeT KOHQIIMKT
nHrepecoB. Cepbl MOTEHIHMAIBHBIX KOH(JIMKTOB JOJDKHBI BBISBISATHCS, MUHUMH3HPOBATHCS, M HAXOAMTCS IOJA CTPOTUM
HE3aBUCUMBIM KOHTpoJieM. Peanm3anus HaHHOTO NPUHLMIA MpeanoiaracT, 4To HEe OJUH COTPYJHHMK HE JOJDKEH HMETh
MIOJTHOMOYHH, MO3BOJISIOIINX €My €IHHOJIMYHO OCYLIECTBIISTH BHINOJHEHUE KPUTHYHBIX onepaimid. Hanenenne coTpy HUKOB
MTOTHOMOYMSIMH, TTOPOXKIAIOIINMHI KOH(MIIMKT HHTEPECOB, Ja€T €My BO3MOXXHOCTB ITOITACOBBIBATE HHPOPMALIHIO B KOPHICTHBIX
HeNAX WIA C TeM, YTOOBI CKpPBITh INPOOJNEMBI WM IOHECEHHbIE YOBITKU. [y CHMKEHHS pHCKa MaHHITYJIUPOBAHUS
MIEPCOHAIPHBIMA TAHHBIMH M PHUCKA XWIICHUS, TaKHe IMOJHOMOYHS MOJDKHBI B MAaKCHMAaJIbHO BO3MOXKHOW CTENEHH OBITH
pasmeneHbl MEXAY pa3INYHBIMH COTPYOHUKAMH WM TOAPa3NeleHUSAMH OpraHm3anud. HeoOXoamMo MpOBOIHTH
MIEPUOTNIECKUE TIPOBEPKH 00sM3aHHOCTEH, GYHKIMHA M JEATEIFHOCTH COTPYIHHUKOB, BEITIONHSIONINX KIIOUYEBHIe (YHKIHH, C
TeM, 9TOOBI OHM HE WMENM BO3MOKHOCTH CKpPHIBAaTH COBEpPIICHHE HENpPaBOMEPHBIX neicTBuil. Kpome Toro, HeoOXoammo
NPUHUMATH CIIEIHANbHBIE MEPHI IO HEAOIYIIEHHUIO CTOBOPa MEXKAY COTPYITHHUKAMHU.

5.11.  B3aumopelcTBHE U COTPYTHHYECCTBO.

[peanonaraer cozganue GmaronpusiTHOW aTMocepsl B kKojutekTuBe Opranusanuu. B takoli 060cTaHOBKE COTPYIHUKH
JIOJDKHBI  OCO3HAaHHO COOJIIO/IaTh YCTaHOBJICHHBIE NpaBWJIa W OKa3bIBaTh COJCHCTBHE JESATENBHOCTH OTBETCTBEHHOTO 3a
00pabOoTKy MepCOHATBHBIX JAHHBIX.

BaxkusiM anemenToM 3¢ dexTHBHOM cucteMbl obecrieueHns 6€30MacCHOCTH MEPCOHANBHBIX NaHHBIX B OpraHuzanuu
SIBIISICTCA BBICOKash KynbTypa paboTel ¢ mH(popMmarmeir. PykoBomcTtBo OpraHusanmum HeceT OTBETCTBEHHOCTh 32 CTPOTOE
cOONFO/IEHNEe ATHYSCKUX HOPM H CTaHIAPTOB MPO(ecCHOHAIBHONW NEeSTeIPHOCTH, MOAYEPKUBAIOMICH M JTEMOHCTPUPYIOMIEH
MEPCOHATY Ha BCEX YPOBHAX BaXKHOCTh oOecredeHHWs WHPOpMannoHHOW Oe3omacHoctn OpraHuzamun. Bcee coTpymHuKH
Opranm3anyy JOJDKHBI TIOHHMAaTh CBOIO POJIb B IIpolecce oOecreueHHus WHPOPMANMOHHOW OE30macHOCTH M NPHHUMATH
yJacTHe B 3TOM Iporecce. HecMoTpss Ha TO, 9TO BBICOKas KyibTypa obOecmedeHHs HH(POPMAIMOHHOW Oe30ImacHOCTH He
rapaHTHpPyeT aBTOMAaTHYECKOro MJOCTHDKEHHMsl Lelield, ee OTCYTCTBHE CO3[aeT OOoJbllie BO3MOXKHOCTEH JUIsi HapyLICHUs
0€30MacHOCTH WX He OOHApyKeHUs PAKTOB ee HapyIICHHS.

5.12. I'uOKOCTH CHCTEMBI 3al[UTHI.

Cucrema obecnieyeHus: MHQOPMAIMOHHON O0E30IIaCHOCTH JOJDKHA OBITH CIIOCOOHA pearMpoBaTh Ha H3MEHEHUS
BHEIIHEH cpesibl ¥ YCIOBUM ocyliecTBIeHUsT OpraHu3aly CBOeH NesTeIbHOCTH. B 4MCII0 TaKMX U3MEHEHUH BXOJIAT:

- M3MEHEHHsI OPTraHW3allMOHHOM M IITaTHOM CTPYKTYpbl OpraHuzaiuy,

- W3MEHCHHE CYIICCTBYIOIINX MM BHEAPEHIE MIPUHIIUITHATHHO HOBBIX HH(POPMAIIMOHHBIX CHCTEM;

- HOBBIC TEXHUYECKUE CPEICTRA.

CBoiicTBO THOKOCTH CHCTEMBI obOecreueHUss WHPOPMAIMOHHOW Oe30MacHOCTH HM30aBIACT B TAKUX CHUTYallUsX OT
HEOOXOIUMOCTH TIPUHSTHS KapAWHAIBHBIX MEp 10 TOJHOHM 3aMEeHe CPEICTB M METOJOB 3alllMTHI HA HOBEIE, YTO CHIKACT €€
OOIIYI0 CTOUMOCTb.

5.13.  OTKpBITOCTH aNTOPUTMOB U MEXaHU3MOB 3aIIIUTHI.

CyTh NpHHIMIIA OTKPBITOCTH aJrOPUTMOB M MEXaHM3MOB 3alIMTHl COCTOUT B TOM, YTO 3allMTa HE JOJDKHA
00ecreunBaThCs TOJNBKO 32 CYET CEKPETHOCTH CTPYKTYPHOM OpraHM3alyd U alropuTMOB (DYHKIIMOHMPOBAHHUS €€ MOJCUCTEM.
3HaHHEe aNrOPUTMOB PabOTHI CUCTEMBI 3alUTHl HE MOJHKHO J1aBaTh BO3MOXHOCTH €€ MPEOJOoJCHUs (Iaxe aBropam). ITO,
OJIHAKO, HE O3HAYaeT, 4To MH(pOPMALHs 00 UCIIOJIB3YEMbIX CHCTEMaX U MEXaHH3Max 3all[|Thl JOJDKHA ObITh OOIEI0CTYITHA.

5.14.  TIpocToTa MpUMEHEHHUS CPEJICTB 3aIUTHI.

MexaHU3MBI ¥ METOJBI 3AIIUTHI JOJDKHBI OBITh MHTYHTHBHO MOHSATHBI M MPOCTHI B WCIIOJIE30BaHUH. [IpUMeHEHUE
CPEICTB M METOJOB 3alIUTHl HE JOJDKHO OBITh CBS3aHO CO 3HAHHEM CIICIIHUANBHBIX S3BIKOB HJIM C BBITOJHCHHUEM ICHCTBUM,
TpeOYIOMIX 3HAYATENBHBIX JOIONHUTESIBHBIX TPYA03aTpaT IPH OOBIYHOW padoTe 3aperHMCTPHPOBAaHHBIX IOJIB30BATENCH, a
TaKXKe He TOJDKHO TpeOOBaTh OT MOJIB30BaTEIs BHITOTHCHUS PYTHHHBIX MAIOIOHSITHBIX €My OIepaIliii.

5.15. O0GOCHOBaHHOCTH U TEXHHYECKAS PEATIH3yEeMOCTb.

HNHupopManoOHHBIE TEXHOJIOTHH, TSXHUYECKHAE W IIPOTPAMMHBIE CPENICTBA, CPEICTBA W MEPHI 3AIIUTHI IIEPCOHATHHBIX
JIAaHHBIX JIOJDKHBI OBITh PEalM30BaHbl HA COBPEMEHHOM YPOBHE Pa3BUTHSI HAYKW M TEXHHUKH, OOOCHOBAHBI C TOYKU 3PEHHS
JIOCTHXKEHUsI 3aJaHHOTO YpOBHS 0€30HacHOCTH HMHGOPMAlMM M IKOHOMHYECKOH Ieeco00pa3HOCTH, a TaKXKe JOJDKHBI
COOTBETCTBOBATh YCTAHOBJICHHBIM HOPMaM M TPEOOBaHHSM 110 OE30I1aCHOCTH MEPCOHANBHbBIX IAHHBIX.

5.16. Crneunmanu3zauus u npodecCHOHAIN3M.

[Ipeanonaraer mnpuBieYeHHE K pa3pabOTKe CPEACTB M peaju3alid Mep 3alluThl IEePCOHAIBHBIX JaHHBIX
CHeLUaTM3UPOBAHHBIX OpraHU3aluii, Hanboliee MOJTrOTOBJICHHBIX K KOHKPETHOMY BHUJY JIEATENBHOCTH IO OOECIeYEeHHIO
6e301acHOCTH HHPOPMAIIMOHHBIX PECYPCOB, UMEIOIINX OITBIT MPAKTHUECKON paboThl ¥ TOCY/IapPCTBEHHYIO JIMIIEH3UIO Ha ITPaBO
OKa3aHWsl yciyr B 9Tod oOmactu. Peanmm3zanust aJAMHHHCTPATHUBHBIX MEp M OKCIUTyaTallWsl CPEJICTB 3allUThl JOJDKHA
OCYIIECTBIATECS MPO(ECCHOHANBHO MOATOTOBICHHBIMU cnenuanictaMd OpraHu3anun (OTBETCTBEHHBIX 32 OpPraHU3AlHUIO
MIePCOHAIBHBIX JJAHHBIX).

5.17.  OO6s3aTenbHOCTH KOHTPOJIS.

Ipeanonaraer 00s3aTeILHOCTh U CBOCBPEMEHHOCTh BBISIBIICHHUS M ITPECEUSHNUS TIOTBITOK HAPYILICHUS! YCTaHOBJICHHBIX
npaBuil, obOecreveHuss 0e30MacCHOCTH MEePCOHAJBHBIX JIAHHBIX, HA OCHOBE HCIIOJIb3YEMBIX CHUCTEM MW CPEICTB 3allUTh
MePCOHAJIBHBIX JAHHBIX, IPH COBEPIICHCTBOBAHMH KPUTEPHEB 1 METOJIOB OLIEHKH 3(P(HEKTHBHOCTH ITUX CHCTEM U CPEACTB.

KonTpomns 32 1eATeNnpHOCTBIO JTI000TO MOIB30BATENS, KaXXIOTO CPEICTBA 3aIIUTH M B OTHOIICHUH JIIO00TO 00BEKTa
3alIUTHl JIOJDKEH OCYIIECTBIIATHECS HAa OCHOBE INMPUMEHEHHS CPEACTB OIEPAaTHBHOTO KOHTPOJII M PETUCTPAlMUA M JOJDKEH
OXBaTHIBaTh KaK HECAaHKIIMOHIPOBAHHBIE, TAK M CAHKIIMOHUPOBAHHEIEC JCHCTBHUS ITOIb30BATEINCH.
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Kpome Toro, addexruBHas cucrema odecrnedeHust HHPOPMaMOHHON 0e30IacHOCTH TpeOyeT HaJIMUMs aJleKBaTHOU U
BceoObeMionIeld MHGOPMALMM O TEKYIIEM COCTOSHHU IPOLECCOB, CBSI3aHHBIX C JIBI)KCHHEM WH(OpMalUWW U CBEICHHUI O
COOJIIO/IEHNH YCTaHOBJIGHHBIX HOPMAaTUBHBIX TPeOOBaHMH, a TaKKe JONOJIHUTEIbHOW MH(OPMALMH, UMEIONIEH OTHOILCHUE K
NPUHSTHUIO peteHui. HpopManus 1o/mkHa ObITh HaJJe)KHON, CBOEBPEMEHHOM, JOCTYITHON M IPaBUIBHO 0(OPMIICHHOH.

Henocrarku cucremsl obecrieueHnsi MHOOPMALMOHHOM OE€30MacHOCTH, BBISIBICHHBIE COTpyIHMKaMu OpraHu3anuu
JIOJDKHBI HEMEIUICHHO JTOBOJIUTHCS 10 CBEIEHMS pyKoBoauTenss OpraHnu3alyy U ONEpPaTHBHO YCTPaHATHCSA. Bompocs!, koTopsle
Ka)XXyTCsl HE3HAUUTEIBHBIMH, KOTIa OTAEIBHBIE MPOIIECCH PACCMATPUBAIOTCS] H30IMPOBAHHO, IPH PACCMOTPEHHUH X HapsAy C
JIPyTUMH acTleKTaMH MOTYT yKa3aTh Ha OTPHLATENbHbIC TCHICHINH, IPO3SIINE NIEPEepacTu B KPYIHbIE HEMOCTATKU, €CIIM OHU
He OyAyT CBOCBPEMEHHO YCTPAHCHBI.

6. Mepsl obecnieueHust ”HPOPMAMOHHONW OE30TTaCHOCTH.

Bce meprr obecrieuenns 6e30macHOCTH HHPOPMAITMOHHBIX cucTeM OpraHu3anuy MoApa3AeysoTCs Ha:

- MPaBOBBIE (3aKOHOJIATEIIBHBIC);

- MOpPaJIbHO-3THUECKHE;

- TEXHOJIOTHUECKHE;

- OpraHH3alOHHbIE (3IMUHUCTPATUBHEIC);

- ¢usnueckue;

- TEXHHYECKHUE (ammapaTypHbIe U IPOrPaMMHEIE).

6.1. 3axoHomaTenmbHBIC (IIPABOBBIC) MEPHI 3AIUTHI.

K mpaBoBbIM MepaMm 3amIuThl OTHOCSTCSA MACHCTBYIONIME B CTpaHE 3aKOHBI, yKa3bl M HOPMATHBHBIC AaKTBHI,
perIaMEeHTHPYIOIINE MpaBmia oOpaIieHus ¢ NepCOHAIbHBIMHU JAHHBIMH, 3aKpPEIUIIONINE MPaBa U OOSI3aHHOCTH YYaCTHUKOB
nH(pOpPMAIMOHHBIX OTHOIICHHH B MpoIiecce NX 00pabOTKH M MCHOIB30BaHUS, a TAKXKE YCTAaHABINBAIOIINE OTBETCTBEHHOCT 3a
HapyIIeHUs 3THX NpaBwl. I[IpaBoBbIe MepHl 3aIMUTHI HOCAT B OCHOBHOM YNPEKAAIOIINH, MPOQHUIAKTHYECKHN XapakTep H
TpeOYIOT TOCTOSHHOHM DPa3bsICHUTEIbHOW paboThl C IMOJH30BATEISIMU M OOCIY)KHUBAIOIIMM IEPCOHAIIOM HH()OPMAIMOHHBIX
cuctem Opra"usaiu.

6.2. MopaJbHO-3THUECKHE MEPHI 3aLUTHI.

K MopanbHO-3THUECKMM MepaM OTHOCSTCS HOPMBI TOBEICHUS, KOTOpbIE TPAAMLIUOHHO CJIOXHIIUCH HWIIU
CKJIaIBIBAIOTCSI [0 MEPE PaclpoCTpaHeHHs: MH(GOPMALMOHHBIX TEXHOJIOTHH B 0OLIiecTBE. DTH HOPMBI OOJBIICH YacThio HE
SIBISIFOTCST 00sI3aTEJIHBIMM, KaK 3aKOHOJATEIbHO YTBEP)KACHHbIC HOPMATHUBHBIE aKThl, OJHAKO, WX HECOOJIONCHHE MOXET
NIPUBECTH K TAJCHHUIO aBTOPHUTETA, NMPECTI’KA YEIOBEKa, TPYIIBI JHI[ WIM OPraHU3alyd B HesJoM. MopanbHO-3THYECKHE
HOpPMBI OBIBAfOT KaK HEMHCaHbIE, TaK M IIHCaHbIE, TO €CTh O(OPMICHHBIE B HEKOTOPHI CBOJ (ycTaB) MHpaBHI WIH
npeanucaHuid. MopaibHO-3THYECKHE MEphl 3alIUTHI SBISIOTCS NMPOQHIAKTHYECKUMHA U TPeOyIOT MOCTOSHHOM paboThI 1O
CO3JIaHHUIO 3/I0POBOTO MOPAIBFHOTO KJIMMaTa B KOJUICKTHBE.

6.3. TexHomormueckue Mephl 3aIINTHI.

K naHHOMy BHIy Mep 3alllUTBl OTHOCSATCS Pa3HOTO pOJa TEXHOJIOIMYECKHE PEIICHUS] W IPUEMbl, OCHOBaHHbIE Ha
UCIOJIb30BAaHUH HEKOTOPBIX BUIIOB M30BITOUHOCTH (CTPYKTYPHOH, (DYHKIIMOHANBHOM, HHPOPMAIIMOHHON, BpEMEHHOH U T.IL.) U
HanpaBJjeHHbIE Ha YMEHBIICHHE BO3MOXHOCTH COBEpIICHHMS COTPYAHHUKaMU OINMOOK ¥ HapylleHHMH B pamKax
MPEI0CTaBJICHHBIX UM MIPaB ¥ NOJIHOMOYHH.

6.4. Opranu3anroHHble (AIMUHUCTPATUBHBIE) MEPHI 3AIIUTHI.

OpraHu3alMoHHble  (JMUHHMCTPATUBHBIE) Mepbl 3alUThl - O3TO Mepbl OPraHU3alMOHHOTO  XapakTepa,
peraMeHTHPYIOIINE Tpolecchl (YHKIMOHUPOBAHUS CHCTEMBI OOpaOOTKM NEPCOHAIBHBIX JaHHBIX, HCIIOJIb30BaHHE €€
pecypcoB, JeATeNIbHOCTh 00CITY )KHBAIOIIETO IEPCOHANA, a TAKXKE TOPSI0K B3aUMOJICHCTBHS TI0JIb30BATENEH C CHCTEMON TaKUM
00pa3zoM, 4ToOBI B HAWOOJIBIIEH CTENEHH 3aTPyAHHUTh WM HCKIIIOYNTH BO3MOXKHOCTh PeallM3alliy yrpo3 0E30IacHOCTH MIN
CHHM3HTh pa3Mep NOTePh B CIIydae X pean3alyiy.

6.5. ®dopmupoBaHUE MOTUTHKH OE30MACHOCTH.

I'maBHas menp agMUHUCTPATHBHBIX MEp, NMPEANPUHIMAEMBIX HA BBICIIEM YIPaBJICHYECKOM YpOBHE - CHOPMHUPOBATH
MOJIUTHKY B 00JacTH 0oOecriedeHus: 6e30MacHOCTH MePCOHATIBbHBIX JaHHBIX (OTPAXKAIOLIYIO MOJXO/bI K 3alUTE MePCOHATBHBIX
JIaHHBIX) U 00ECTIEUHTh €€ BHITIOITHEHHE, BHIIEISS HEOOXOAMMBIE PECYPChI U KOHTPOJIUPYS COCTOSIHUE JIeTI.

C mpakTUYecKOW TOYKH 3peHHs] TOJUTHKY B oOnacth obecredeHus O€30MacHOCTH IEepPCOHANbHBIX JTaHHBIX B
Opranm3anuy  1efiecoo0pa3Ho pa30uTe Ha JBa ypoBHA. K BepxXHeMy YPOBHIO OTHOCATCSI pEIIEHUs PYKOBOJCTBA,
3aTparuBaolye JAeaTelibHocTh OpraHu3anuu B 1eiaoM. [1oIuTHKa BEPXHEro YPOBHS JOJDKHA Y€TKO OUYEPTHTh Cepy BIMSIHUS
W OrpaHWYCHHUS] TpPU OIpEJeNICHUH Iesed Oe30MacHOCTH NEepPCOHANBHBIX JaHHBIX, OINPEAEINTh KAaKUMH pecypcaMu
(MaTepuanbHble, CTPYKTYpHBIE, OpraHU3alMOHHBIE) OHM OyIyT JOCTUTHYTBI, W HAaWTH DPa3yMHBIH KOMIIPOMHCC MEXIY
IIPUEMJIEMBIM YPOBHEM 0€3011aCHOCTH M (DYHKIIMOHAIBHOCTBIO.

[lonuThka HIWKHEro YypOBHS, ONpEAEIseT NPOLEAYpPHl, W MpaBWia IOCTW)KEHHS IelNed W pelieHus 3aaad
0€3011aCHOCTH MEPCOHANBHBIX JITAHHBIX U JIETAIN3UPYET (periaaMeHTUpyeT) 3TH MpaBuia;

- KaKOBBI POJIM M OOS3aHHOCTH JOJDKHOCTHBIX JIMIl, OTBEYAIOIIME 3a MPOBEAECHHE MNOJUTHKH Oe30MacHOCTH
MepCOHAJIbHBIX JJAHHBIX;

- KTO WMEET MpaBa JOCTyNa K IEePCOHAIBHBIM JaHHBIM, KTO M IPU KAaKHX YCIOBHSIX MOXXET YHTAaTh H
MOJU(UIMPOBATH IEPCOHANBHbIE JIAHHBIE U T.JI.

[onuTHKa HIKHETO YPOBHS TOJDKHA:

- IpeaycMaTpuBaTh PETIaMEHT MH()OPMALMOHHBIX OTHOIICHWH, MCKIIOYAOIINX BO3MOXKHOCTh MPOU3BOJIBHBIX,
MOHOIIOJIBHBIX WJIM HECAHKLIIMOHUPOBAHHBIX JICHCTBHUH B OTHOIICHUH MH(OPMAIIOHHBIX PECYPCOB;
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- OIPEEIATh KOUIMIMOHHBIE U MEPAPXUUECKHUE TPUHIMITBI M METO/BI Pa3JIeJICHUs] CEKPETOB M Pa3rpaHU4eHUS
JIOCTYIA K TIEPCOHAIBLHBIM JIaHHBIM;

- BBIOMpATh MPOrpaMMHO-TEXHUYECKUE (ammapaTHble) cpeactBa nportuBopedictBuss HCJI, ayrentudukarmy,
ABTOPU3AlMY, HICHTU(QHUKAIUM M JAPYTHX 3allUTHBIX MEXaHU3MOB, OOECICUMBAIONIMX TapaHTHU pealM3allyd IpaB |
OTBETCTBEHHOCTH CYOBEKTOB HH(OPMAIIMOHHBIX OTHOIICHHH.

6.6. PermameHTanmsa qOCTyma B MOMEIICHUS.

KommnonenTtsl nH(bOpMaIoHHbIX cucteM OpraHu3anuyl JOJDKHBI pa3MENIaThCs B NMOMEIICHMAX, HAXOJIIIUXCS MOX
OXpaHOH MM HAOIOAECHHEM, HCKITIOYAIONINM BO3MOXHOCTh OECKOHTPOIBHOTO MPOHUKHOBEHUS B MOMEIICHUS IIOCTOPOHHUX
UL 1 00ECHEeYNBAOMNM (DU3HUECKYI0 COXPAaHHOCTh HAaXOJSIIMXCS B NMOMEIICHWU 3aINUIAEMBIX PECYPCOB (JIOKYMEHTOB,
APM u 1.11.). YOOpKa TaKuX MOMEIIEHUHA TOJDKHA TPOU3BOIAUTECS B MIPUCYTCTBIH OTBETCTBEHHOTO COTPYIHHUKA, 32 KOTOPHIM
3aKpEIUICHBl JaHHBIE KOMIIOHEHTBI, C COOJIOACHHEM Mep, WCKIIOYAIONIMX JOCTYN IHOCTOPOHHHMX JHI[ K 3alIHIIaeMbIM
nH(OpPMALMOHHBIM pecypcam.

Bce mocropoHHHME nMIa JOMYCKAalOTCS B IOMEIICHUS C KOMIIOHEHTaMHM HH(OPMAIMOHHONW CHCTEMBI TOJBKO B
MPUCYTCTBUH COTPYIHUKOB OpraHu3anuy.

[lo oxoHuanuu pabodero IHS, NOMELICHUS, B KOTOPBIX Pa3MEIIAIOTCsi KOMIIOHEHTHl MH(OPMAIMOHHBIX CHUCTEM
OpraHu3anny, J0JDKHBI 3aUPaThCS Ha KITIOY.

B ciyuae ocHamieHnst MIOMEIIEHUH CPEICTBAMH OXPAaHHOI CHUTHATM3aLUM, a TAaK)KE€ aBTOMATH3MPOBaHHOW CHCTEMOH
IpUeMa W PETHCTPalliyl CUTHAJIOB OT 3THX CPEICTB, NMPHEM-CAada TAKMX I[OMEIICHHWH IOJ OXpaHy OCYILIECTBIISIETCS HA
OCHOBaHHH CIICIIHAIBHO pa3padaThIBAEMON HHCTPYKIHH.

6.7. PermameHTamys AOIycKa COTPYJHHUKOB K HCIIOIb30BAaHHUIO HH()OPMALMOHHBIX PECYPCOB.

B pamxkax pa3pemmrenbHOil CHCTeMBI (MaTpHIIBl) AOCTYIIAa yCTAHABINBACTCS: KTO, KOMY, KaKylo WH(pOpManuio U Juis
KaKOT0 BHJIa JOCTYIIa MOXKET MIPEAOCTaBUTh U IPH KAKUX YCIOBHAX.

Jomyck nonb3oBaTeneii k padoTe ¢ HHGOPMAITHOHHBIMU cucTeMaMu OpraHu3aiiuy U AOCTYI K X pecypcam J0JDKCH
ObITH CTPOrO periameHTHpoBaH. JIOOble HM3MEHEHHs COCTaBa M IIOJHOMOYMH MOJb30BaTENEH MOJCHUCTEM JOJDKHBI
MIPOM3BOJIUTHCS YCTAHOBJICHHBIM MOPSIKOM.

YpoBeHb MOJTHOMOUHIT KaXKJOTO MOJIb30BATENS ONPEACISIeTCS HHANBHIYAIbHO, COONII0AAs CIeyIoIIne TpeOOBaHuUS:

- KaXbIil COTPYAHUK IIOJIb3YyeTCS TOJBKO MPENNHCAHHBIMU €My IMPaBaMH I0 OTHOLICHUIO K MEPCOHAIBHBIM
JIAaHHBIM, C KOTOPHIMH €My HeoOxoauma padoTa B COOTBETCTBUHM C JOJDKHOCTHBIMH OOs3aHHOCTAMH. Pacmmpenue mnpas
JIOCTYIA W MPEAOCTaBJICHHE AOCTYNa K JOIOJHHUTENBFHBIM HH(OPMAIMOHHBIX pecypcaM, B 00S3aTEIbHOM MOPSIKE, JOJDKHO
COTJIACOBBIBATHCS C OTBETCTBEHHBIM 33 OPTraHM3alNi0 00pabOTKH IEPCOHAIBHBIX JaHHBIX;

- pykoBoauTens OpraHusanuy MMEEeT IpaBa Ha IIPOCMOTP HH(OpManWM CBOMX MOAYMHEHHBIX TOJBKO B
YCTaHOBJICHHBIX ITPEZETaX B COOTBETCTBHU CO CBOUMH JOJKHOCTHBIMH O0SI3aHHOCTSAMH.

Bcee cotpyannkn Opranuzanyy u 00CITy>KMBAIOIIMKA MEPCOHAN, IOJKHBI HECTH IEPCOHANBHYIO OTBETCTBEHHOCTDH 32
HapyIIEHHsT YCTAHOBJIEHHOIO MOpsiaKa 00paObOTKK IEPCOHANBHBIX JAHHBIX, MPABHJ XPaHEHHMs, UCTIOJIB30BAHUS U Iepeaadn
HaXOJSIIUXCS B UX PACIOPSDKEHUH 3allUIAeMBIX PECYpCOB cucTeMbl. Kaxplii cCOTpyAHUK (LU NpUeMe Ha paboTy) IOJDKEH
IOJIIMCHIBATh 0053aTEIBCTBO O COOJIOACHUH M OTBETCTBEHHOCTH 32 HapyIICHHE YCTaHOBJICHHBIX TPEOOBaHUI MO COXPAaHEHUIO
NepCOHAJIBHBIX NaHHbIX OpraHu3aiuH.

OOpaboTka MepCOHANBHBIX MJaHHBIX B KOMIIOHEHTaX WH(opMannoHHBIX cucreM OpraHuzanuu — JOJDKHA
MIPOM3BOJIUTHCS B COOTBETCTBUH C YTBEPIKICHHBIMU TEXHOJIOTUUECKUMHU MHCTPYKIHSAMH.

6.8. PermameHranus mporeccoB OOCIYKMBaHMS M OCYLIECTBICHHS MOAW(HKALUM alNapaTHBIX U IPOrPaMMHBIX
pecypcos.

B memsx mnoanmepkaHus pexuMa HHGOPMAIMOHHOW 0€30IacHOCTH  anmapaTHO-NPOTrpaMMHAS  KOH(HIYpaIus
AaBTOMAaTHU3MPOBAHHEIX pPAa0OYMX MECT COTPYyJHHMKOB OpraHusannd, C KOTOPBIX BO3MOXEH JOCTYN K pecypcam
nH(pOpPMAMOHHON CHCTEMBI, JI0JDKHA COOTBETCTBOBATh KPYT'y BO3JIOKCHHBIX Ha JAaHHBIX MOJb30BaTelel (QyHKIMOHAIBHBIX
00513aHHOCTEH.

B kommoHeHTax MH)OPMAIIMOHHONH CHCTEMbl W Ha Pa0O4YMX MecTaxX MOJb30BaTeNedl TOJDKHBI YCTAHABIMBATHCS H
HCTIOB30BaThCS JIMIIEH3NOHHBIE TPOrPaMMHBIE CPECTBA.

6.9. Ob6ecnedyeHue U KOHTPOIIb (PU3UYECKON IETOCTHOCTH (HEM3MEHHOCTH KOH(UTypalluK) arnapaTHbIX PeCypCcoB.

Ob6opynoBanre MH(POPMAIMOHHBIX CHCTEM, HCIIOJIB3YeMOe JUIS JOCTyNa M XPAaHEHHS MNEePCOHANBHBIX TaHHBIX, K
KOTOPOMY JIOCTYII 0OCTY’»KMBAIOIIETO TIEPCOHAIA B MPOIIECCE IKCIUTyaTallud He TpedyeTcs, Mmocie HajlaJl0YHBIX, PEMOHTHBIX U
MHBIX paboT, CBA3aHHBIX C JIOCTYIIOM K €0 KOMIIOHEHTaM JIOJDKHO 3aKpPbIBAThCS.

6.10. TlonGop u MOArOTOBKA MEpcoHala, 00y4YeHHE OJIb30BaTEICH.

[Nonb3oBarenn mHGOPMAMOHHBIX cucteM OpraHu3aluu, a TaKKe PYKOBOISAIIMK W OOCITY)XMBAIOUIMH IEepCOHAN
JIOJDKHBI OBITH 03HAKOMJICHBI CO CBOMM YPOBHEM ITOJTHOMOYHH, a TaK)Ke€ OpraHU3allMOHHO-PaCIIOPSIUTEIEHON, HOPMATHBHOM,
TEXHMYECKOM M HKCIUTyaTal[MOHHOW JOKyMEHTallMeH, ompeneinsiomei TpeOoBaHMS M MOPSIOK 0O0pabOTKM INEepCOHAIBHBIX
JaHHBIX B OpraHu3anuy.

Obecnieuenne 0E30MACHOCTH TEPCOHANBHBIX TAHHBIX BO3MOXKHO TOJIBKO IIOCNIE BBIPA0OTKH Y IOJB30BaTeleH
OTIPEICICHHON KYJIbTYPhl paObOThI, T.€. HOPM, O0SI3aTENILHBIX JJISl MCIIOJIHEHUS BCEMH, KTO paboTaeT ¢ MHPOPMAITMOHHBIMHU
pecypcamu Opranmzaiuu. K TakuM HOpMaM MOXKHO OTHECTH 3alpellleHHe JIIOOBIX YMBIIUICHHBIX HIM HEYMbIIUIEHHBIX
JIEUCTBUH, KOTOpBIE HAPYIIAIOT HOPMAaJbHYIO pab0Ty KOMIOHEHTOB MH(OPMAIMOHHBIX cucTeM OpraHu3aluy, BBI3BIBAIOT
JIOTIOTHUTENbHBIE 3aTpPaThl PECYpCOB, HApYyMIAlOT LEIOCTHOCTh XPAaHUMOM M oOpabaTsiBacMoi MH(pOpManuy, HapyIIaloT
MHTEPECHI 3aKOHHBIX M0JIb30BaTENICH, BIaJCIbIIEB N COOCTBEHHUKOB.
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Bce monp3oBarenu uHGOpMAMOHHBIX cucTeM OpraHu3alud JODKHBI OBITh O3HAKOMJICHBI C OPraHU3allMOHHO -
PaCTIOPSIUTEIBHBIMA JOKYMEHTAMU TI0 OOCCICUYCHUIO OC30MACHOCTH MEPCOHANBHBIX NaHHBIX OpraHu3amnuy, B YacTH, UX
KacarolIencs, TOJDKHBI 3HATh M HEYKOCHUTEIBHO BBIMOJIHATH WHCTPYKIIMK M 3HATh OOIIMEe 00S3aHHOCTH MO OOECIICUCHUIO
0€30MacHOCTH MEePCOHANBHBIX NaHHBIX. JloBefeHNe TpeOOBaHUI yKa3aHHBIX JOKYMEHTOB O JIUII, JOMYIICHHBIX K 00paboTKe
3alUIACMbIX TIEPCOHANBHBIX TAHHBIX, TOJHKHO OCYIIECTBIIATHCS MO POCIIHCH.

6.11. OTBEeTCTBEHHOCTh 3a HApYIICHWS YCTAaHOBJICHHOTO IIOpAKA IIOJNB30BAaHUS pecypcaMu HH(POPMAIHOHHON
cucteMbl OpraHu3anuy.

Mepa OTBETCTBEHHOCTH ITIepCOHAJIA 33 ICHCTBHA, COBEpIICHHBIC B HAPYIICHNE YCTAHOBJICHHBIX MPAaBHII 00ECIICUCHHS
6e30macHOM paboTHI C IEPCOHATBHBIMH JaHHBIMH, JOJDKHA ONPENCIATHCS HAHECEHHBIM YIIepOoM, HaTHIHEM 37I0T0 YMBICTIA U
IpyruMu (PaKTopaMu 10 YCMOTPEHHIO PyKoBoACTBa OpraHu3aIuy.

Jis peanu3anyyl IPHHIATIA TEPCOHATIBHOI OTBETCTBEHHOCTH IOJIB30BATEIEH 32 CBOM JEHCTBUS HEOOXOIIMET:

- WHIUBUAyaIbHAS WICHTU(UKAIYS MTOJIb30BATEICH U HHAIUMMPOBAHHBIX UMH TPOLIECCOB, T.C. YCTAHOBJICHHUE 32
Humu uaeHtudukaropa (login, Username), Ha 0a3e KOTOPOro OYJET OCYIIECTBIATHCS pa3rPaHUICHUE TOCTYIA B COOTBETCTBUH
C IPUHIUITOM 00OCHOBAHHOCTH JIOCTYTIA;

- MPOBEpPKa MOUTMHHOCTH TOJIb30BaTeel (ayTeHTH(HUKANKA) Ha OCHOBE TapOJICii;

- peaKIys Ha MOMBITKH HECAaHKIIMOHUPOBAHHOTO IOCTYMA (CUTHATU3AIMS, OJIOKHMPOBKA U T.11.).

6.12. CpenctBa obecnieueHHs O€30MACHOCTH MEPCOHANBHBIX TaHHBIX.

s o6ecrieuenns nHGoOpMaIoHHO#H Oe3omacHocTH OpraHU3aIii UCTIONIB3YIOTCS CIEIYIOIINE CPEICTBA 3aIUTHI:

- (hu3nvecKue cpeIcTBa;

- TEXHUYECKHE CPE/ICTBA;

- CpencTBa HACHTH()HUKAINN U ayTeHTH(OUKAITUH [TOJTB30BATEICH;

- CpeICTBa pa3rpaHUICHUS TOCTYTIA;

- cpe/cTBa 00eCIeyeHns! U KOHTPOJISI [IEJIOCTHOCTH;

- CPEICTBA ONEPATUBHOTO KOHTPOJIS U PETUCTPAIMH COOBITHI OE30MaCHOCTH.

CpencTBa 3alyThl JODKHBI IPUMEHATHCS KO BCEM pecypcaM HH(POPMAIMOHHBIX cucTeM OpraHu3aiiuy, He3aBHCUMO
OT UX BUAa U POPMBI MPEICTABICHNUS HHPOPMALIUU B HUX.

6.12.1. dusuyeckue cpeACTBa 3aIIUTHI.

Om3ruecKue Mephl 3aIUTH OCHOBAHBI Ha MIPUMEHEHUN Pa3HOTO POJa MEXaHNUECKUX, JICKTPOHHBIX HITH JIEKTPOHHO-
MEXaHUYECKUX YCTPOWCTB U COOPYKEHHH, CIICIIUANBbHO IMpEeTHa3HAYCHHBIX U1 CO3MaHUsA (PU3MYECKUX MPENSATCTBHN Ha
BO3MOJKHBIX ITyTSX NMPOHUKHOBEHHUS M OCTYIA MOTCHIHANBHBIX HAPYIIHTENCH K KOMIIOHEHTaM CHCTEMBI M 3alHIacMbIM
MIEPCOHAIBHBIM JAHHBIM, a TAKXKE TEXHUYECKUX CPEJICTB BU3YAIbHOTO HAOIIOICHUS, CBA3H M OXPAHHOH CHTHAJIM3AIINH.

Juis obecnieueHus Gpu3mdecKoi 6€30MacHOCTH KOMITOHEHTOB HH(OPMAIIHOHHOH cucTeMbl OpraHu3aiuyd Heo0X0aUuMO
OCYIIECTBIIT  PSIT OPTaHW3AIMOHHBIX M TEXHUYECKHX MEpOINPHUITHH, BKIIOYAIONINX: TPOBEPKY OOOPYIOBaHMUS,
MPeIHa3HAYCHHOTO JUIsi 00pa0OTKU MEPCOHANBHBIX TaHHBIX, Ha:

- HAJIMYKE CICIHATLHO BHEPCHHBIX 3aKJIa{HBIX YCTPOKHCTB;

- BBEJICHUE JOMOJHHUTEIBHBIX OTPAHUYCHUM MO JOCTYIy B IOMEIICHHS, MPEIHA3HAUCHHBIC /IS XPAHCHUS U
00paboTKU MIEPCOHATBHBIX JJAHHBIX;

- 000pyI0BaHHE CHCTEM HH(POPMATU3AIMH YCTPOHCTBAMH 3alllUThI OT COOCB DJICKTPONUTAHUS U TMOMEX B
JUHHASAX CBSI3H.

6.12.2. TexHHYECKUE CPEICTBA 3AIIHTHI.

TexHuueckue (ammapaTHO-IPOTPaMMHBIE) MEPHI 3allUTHI OCHOBAaHBI Ha WCIIONB30BAHHU PA3JIMYHBIX JIIEKTPOHHBIX
YCTPOWCTB M CHEHHANBHBIX MPOTPAMM W BBIMOJHAIOMNX (CAMOCTOSATENFHO WIH B KOMIUIEKCE C JPYTHMH CPEICTBAMH)
(GyHKIUM 3aUTH (MISHTHOUKAINIO U ayTeHTU(UKAIUIO TT0JIb30BaTeNIeH, pasrpaHnIeHne OCTYIA K pecypcaM, pEeruCTPaIiiio
coOBITHH, KpunTOrpadUIecKoe 3aKpEITHE HHOOPMAIIH U T.1.).

C yderoM Bcex TpeOOBaHWUN W TPUHIIUIIOB oOecredeHus] Oe30TMacHOCTH IEePCOHATBHBIX JaHHBIX TI0 BCEM
HAIPABJICHUSIM 3al[UThl B COCTAB CHCTEMBI 3aIUTHI JOJDKHBI ObITH BKIFOUEHBI CIICAYIOIINE CPEICTRA:

- CPEICTBa Pa3rPaHUYCHUS JOCTYIA K JaHHBIM;

- CPEICTBa PErUCTPAIMK JOCTYIAa K KOMIOHSHTaM WH(POPMAIMOHHOW CUCTEMbI M KOHTPOJIS 32 MCIIOJb30BAHUEM
nHpOpMaNNy;

- CpeICTBa pearnpoBaHus Ha HAPYIICHUS peKuMa HHOOPMAIIOHHON 0€301MacHOCTH.

Ha TexHuyeckue cpefcTBa 3alIuThl BO3JIAraeTCs PEIICHHE CIICAYIONINX OCHOBHBIX 3a/1a4:

- UICHTU(QHKANMA W ayTeHTH(OUKALUS TOJIH30BaTEIICH TMPU MOMOIMM WMEH WIH CHCIHAaIbHBIX aIlllapaTHBIX
cpencts (Advantor, Touch Memory, Smart Card u T.11.);

- periaMeHTanusl W YIpPaBICHHE JOCTYIIOM IIOJb30BAaTElC B IMOMEHICHUS, K (DU3UYECKHM W JIOTHYCCKHM

YCTpOHCTBaM;

- 3allUTa OT NPOHUKHOBEHHS KOMIIBIOTEPHBIX BHUPYCOB M Pa3pyILIMTEIbHOTO BO3JEHCTBUS BPEIOHOCHBIX
nporpamm;

- peructpansa BCEX }leﬁCTBHﬁ IMOJIB30BATEIA B 3AlUMINCHHOM JXYpPHAJIC, HAJINYUC HECKOJIbKUX ypOBHeI\/’I
perucTpanuy;

- 3alUTa JaHHBIX CHCTEMbI 3alIMTHI Ha (aijI0BOM CepBEpEe OT JOCTYIA MOJb30BATEICH, B YbH IOJKHOCTHBIC
00513aHHOCTH HE BXOJUT paboTa ¢ nHpOpMAIINY, HAXOASIICIHCS HA HEM.
6.12.3. CpencrtBa HACHTUDUKAIMH U ayTCHTU(DUKAIMH TOJIh30BATEIICH.



9

B nemsix mpemoTBpamieHust paboThl ¢ pecypcamu MH(pOpManMOHHBIX cucTeM OpraHu3alMy MOCTOPOHHHUX JIUIL
HE00X0AMMO 00eCeYnTh BOZMOXXHOCTh PAcliO3HABaHUS KaXK/I0T0 JIErabHOTO 110JIb30BaTeNsl (MM Py Mojib3oBaTesneit). s
UACHTU(HUKALUK MOTYT NMPHUMEHSTHCS PA3IMYHOIO POAA YCTPOMCTBA: MAarHUTHBIE KAPTOUKH, KIIOYH, KIIFOUEBBIE BCTABKH,
JIUCKETHI U T.I1.

Ayrentudukanys (IIoATBep)KICHUE NOATMHHOCTH) [T0JIb30BaTEIeH TaK)Ke MOXKET OCYIIECTBIISATHCS:

- IMyTeM MPOBEPKH HAINYUS Yy IOJIb30BaTENel KaKUX-THOO CHENHaNbHBIX YCTPOWCTB (MAarHUTHBIX KapTO4YeK,
KIIFOUCH, KJIFOYEBBIX BCTABOK H T.1.);

- IIyTeM IPOBEPKU 3HAHUS HMH MTapoJeH;

- IIyTEM IPOBEPKH YHUKAIBHBIX (U3NYECKUX XapaKTEPUCTHUK U MTapaMETPOB CAMUX IT0JIb30BATENCH IIPH TTOMOIIH
CHEHUaTbHBIX OMOMETPHUYECKUX YCTPOMICTB.

6.12.4. CpencTBa pa3rpaHHYCHHS JOCTYIIA.

30HBI OTBETCTBEHHOCTH M 3a/1aud KOHKPETHBIX TEXHHYECKHX CPEICTB 3allUThl YCTAHABIMBAIOTCS HCXOMAS M3 MX
BO3MOXKHOCTEH M OKCILUTyaTallMOHHBIX XapaKTEPHCTHK, ONMCAHHbIX B JOKYMEHTAIMU Ha JJaHHBIE CPEJCTBA.

TexHHUYecKHe CpelncTBa pa3rpaHUuCHHs] JIOCTYHA JOJDKHBI 110 BO3MOXKHOCTH OBITH COCTABHOH 4YacTblO €IUHOM
CUCTEMBI KOHTPOJIS IOCTYIA:

- Ha KOHTPOJIUPYEMYIO TEPPUTOPHIO;

- B OT/IEJIbHBIE TOMEIICHNS;

- K KOMIIOHCHTaM HH(OPMamHOHHON cpeasl OpraHu3anuy W 3JIEMEHTaM CHCTEMBI 3aIIUTHI NEPCOHAIBHBIX
AHHBIX ((PHU3MYECKUl JOCTYI);

- K HH(GOpManMOHHBIM pecypcaM (IOKyMEHTaM, HOCUTEISIM nHpopManny, daitnam, Habopam NaHHBIX, apXHBaM,
cmpaBKaM U T.11.);

- K aKTHBHBIM pecypcaM (IPUKJIaIHBIM IPOTpaMMam, 3aadam H T.I1.);

- K OIlepallMOHHOM CUCTEMe, CHCTEMHBIM porpaMMaM M IIporpaMMam 3aIinuThl.

6.12.5. CpencrBa obecrniedeHust U KOHTPOJIS IIEJOCTHOCTH.

Cpencrea obecrieueHHs LEIOCTHOCTH BKJIIOYAIOT B CBOI COCTaB CPEACTBA PE3EPBHOIO KOIMPOBAHHS, IPOIPAMMBI
QHTUBUPYCHOH 3aIMTBI, POrPaMMbI BOCCTAHOBJICHUSI LIEIOCTHOCTH OTIEPA[IOHHON Cpelbl M 0a3 JaHHbIX.

CpencrBa KOHTPOJIA LEJIOCTHOCTH HMH(OPMAIMOHHBIX PECYpCOB CHCTEM NpeIHa3Ha4YeHbl AJsl CBOEBPEMEHHOTO
OOHapyXeHHs MOIU(PHKAIMM WIA HCKOKCHHS pecypcoB cHcTeMbl. OHHM TIO3BOJSIOT OOECIEYnTh IMPaBHIBHOCTD
(YHKIIMOHMPOBAHUS CHCTEMBI 3alIUTHI M [IETIOCTHOCTh XPaHUMOH 1 0O0pabaTeiBaeMoii HHpOpMAaIHH.

KonTpons nenoctHOCTH MHGOPMAIMK M CPEACTB 3aLIMUTHI, C HEIbi0 00ecreueHnss HEN3MEHHOCTH HH()OPMaMOHHOH
Cpenbl, OmpeneNsieMOl NMPeayCMOTPEHHON TEXHOJIOTHEH 00paboTKM, M 3aIUTHl OT HECAaHKIMOHUPOBAHHOM MOAMGHKALIH
MIEPCOHATBHBIX JAHHBIX J0JDKEH 00ecreunBaThCs:

- Cpe/ACTBaMH pa3rpaHUuEHHs JOCTYINa (B HOMEUIEHUs, K IOKYMEHTaM, K HOCUTEISIM HHpOpPMAIHH, K cepBepam,
JIOTHYECKUM YCTPOWCTBAM H T.I1.);

- Cpe/ICTBaMU JJIEKTPOHHOM MOJIIHCH;

- CpPE/CTBaMHU IOJICUETA KOHTPOJIBHBIX CYMM (JUIS MCTIONB3YEMOT'0 ITPOrPaAMMHOTO 00ECIICYESHUS]).

6.12.6. CpencTBa OnepaTHBHOTO KOHTPOJIS i PETHCTPAIIUU COOBITHI 0€30I1aCHOCTH.

CpenctBa 00BEKTHBHOTO KOHTPOJIS JOJDKHBI 00eclieunBaTh 0OHapy)KEHHE U PETUCTPALMIO BCEX COOBITHH (IeicTBUil
nosip3oBareneif, nmoneitok HC/l u T.1.), KOTOpble MOTYT MOBJIEYh 3a coOOH HapylieHHe Oe30MacHOCTH M IIPHBECTH K
BO3HMKHOBEHHMIO KPW3UCHBIX CHUTYyallMid. AHaiM3 cOOpaHHOHM CpeicTBaMU PErHCTpaluy WH(OpMannud MO3BOJSET BBIIBUTH
(axTel COBepIIeHHS HAapyIICHWH, UX XapakTep, MOACKa3aThb METOJ €ro pacCielOoBaHUs U CIOCOOBI IMOMCKA HAPYIIUTENS M
ucnpasieHust curyanuu. CpeacTBa KOHTPOJIS U PETUCTPALMH JOJDKHBI IPEJOCTABIATH BO3ZMOXHOCTH:

- BE/ICHUS M aHAJIM3A )KYPHAJIOB PETUCTPAIIH COOBITHIT 6€301TacCHOCTH (CHCTEMHBIX XKYpPHAJIOB);

- MOJTy4eHHS TBEPIOH KoMUY (IIeyaTn) )KypHajla perucTpanny coObITHI 0€3011acHOCTH;

- YIOPSIOYESHHUS )KYPHAIIOB, & TAK)KE YCTAHOBJICHHS OTPAHUYEHHI Ha CPOK UX XPaHEHHUS;

- ONEpaTHBHOTO OIOBELICHUS] OTBETCTBEHHOIO 3a OpraHm3aluio 00pabOTKM MEPCOHANBHBIX JaHHBIX O
HapYUICHHSIX.

[Tpu peructparuu coObITHI 6€30MaCHOCTH B KypHAJIE T0JDKHA GUKCUPOBATHCS Cieayromas nHhopmarws:

- JlaTa v BPEMS COOBITHS;

- UIeHTU(HUKATOP CyOBEKTa, OCYIIECTBISIONIET0 PETUCTPUPYEMOE AeHCTBHE;

— JieficTBre (TN OCTYTIA).

6.13. KonTtponb 3p(heKTHBHOCTH CHCTEMBI 3aIUTHI.

KoHTpoib 3¢ (eKTHBHOCTH 3aIIUTHI IEPCOHATBHBIX JJAHHBIX OCYIIECTBISIETCS C 1I€bI0 CBOEBPEMEHHOT'O BBISIBIICHUS U
NIPEOTBPALIEHUST YTEUYKH IEPCOHAIBHBIX TAaHHBIX 32 CUET HECAHKIMOHUPOBAHHOTO JOCTYINA, a TAaKKe IMPeAyNpesKAeHH
BO3MOXXHBIX CIIEIHAIbHBIX BO3/CHCTBHUM, HANpaBIEHHBIX HAa YHUYTO)XKEHHE INEPCOHANBHBIX IAaHHBIX, pa3pylIeHHE CPE/CTB
nHpopmaruzanuu. KoOHTpOIb MOXKET MPOBOJUTHCS MPUBJICKAEMBIMHU ISl 3TON LIEJIM OPraHU3alUsIMH, UMEIOLIMMH JTHIIEH3HIO
Ha TOT BUJI ICATEIBHOCTH.

Ouenka 3((GEeKTUBHOCTH Mep 3alllUThl MEPCOHAJBbHBIX JIAHHBIX IMPOBOAMTCS C HCIOJIb30BAaHUEM TEXHHYECKUX M
MPOTPaMMHBIX CPEACTB KOHTPOJIS HA IPEIMET COOTBETCTBUS YCTAHOBJIEHHBIM TPEOOBAHHSAM.



